Intro to
Cybersecurity

Activity 1.1.2 — Creating a Safe Password
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Rules for a strong password

* DON’T use any personal * DO use 8 — 10 characters
information MINIMUM
- [)ei‘g]r:gart]:smes = DO use lowercase and
i uppercase
- any part of SS# _ [)Fg)' ud ol
- favorite team INCIUde specia
_ pet names characters / symbols
" DON'T reuse passwords on = DON’T use any dictionary
important websites words EVER
One for the money, two for
14t$24t532gR the show, three to éervready
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Presenter Notes
Presentation Notes
Tell the students that now they are going to learn a new method to creating a strong password that meets ALL the rules and is very hard to break AND it will be easy to remember!  First this slide is a reminder of the very BASIC rules of creating passwords.  The next slide’s video will reinforce these concepts.  Then we will add a twist.

Example of a password that meets ALL the requirements AND is easy to remember:
14t$24tR32gR = One for the money, two for the road, three to get ready


Video - Ed Skoudis, Penetration Tester
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Presenter Notes
Presentation Notes
Click face image to start video.  Ed Skoudis is a Cybersecurity Professional – he does Penetration Testing for private firms and for the US government and has created some very innovative trainings for the armed services cyber forces.  

Video is 2:25 min.  YouTube: https://www.youtube.com/watch?v=y9skovi7MSk 


Intro to
Cybersecurity

Activity - Create a Password

CYB=R.ORG



How to Make a Secure Password

1. Think of a familiar phrase
EXx: A stitch in time saves nine

2. Take the first letter of each word
asitsn

3. Change some of the letters to numbers, capital letters, and special
characters
aSit$9
4. Finish by putting a “:" and a 3 or 4 letter abbreviation for the website
where you would be using this secure password
aSit$9:INST
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Presenter Notes
Presentation Notes
The key to this method is that you can create a strong password and then use it for lots of sites.  Song lyrics are great for this!

Talk the students through this example, see if there are any questions.  Leave this slide up while they start creating their passphrase.  
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